
Securing the Internet Facing Oracle E-Business Suite


Introduction

Securing the Internal Oracle E-Business Suite has always been a major concern for customers.  Now with the proliferation of External Oracle E-Business Suite modules a new dilemma has occurred.  How does one secure the Oracle E-Business Suite to when it is exposed to the Internet and still allow both Internal and External users access?
This paper will review the various issues associated with Securing an Oracle E-Business Suite instance with Internet Facing modules.  Topics to be covered in this paper include technical areas like physical hardware configurations and software required by these configurations.  In addition, functional and administrative subjects will be assessed.

What Internet Facing E-Business Suite Modules?
The topic of security has become ever more important as more customers purchase Internet Facing modules for their existing Oracle E-Business Suite.  So exactly what is an Internet Facing module?  These are modules which are used by individuals who are not employees of your company, Suppliers, Customers and Recruits.  Here is a partial list of Oracle E-Business Suite Modules which are Internet Facing:

	iSupplier Portal
	iSupport


	iStore
	iRecruitment

	Oracle Sourcing
	Oracle Marketing

	iLearning
	iReceivables

	iSurvey
	Transportation

	Partner Relationship Management
	Service Contracts

	Oracle Learning Management
	


Since users of these modules don’t typically have VPN (Virtual Private Network) connections into your network infrastructure they access the E-Business Suite on your public facing Internet Connection.  This is usually from a link on your public web site, or through a URL you send to them.
You essentially open up into your internal network and systems to the outside world.   Your Oracle E-Business Suite can therefore be exploited by others to gain access to its information, or its servers can be used for further attacks on your internal systems.

Typical Oracle E-Business Suite Configuration
The following diagram outlines a typical Oracle E-Business Suite Configuration.
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The typical Oracle E-Business Suite Configuration consists of two main components:
1) Database Tier – This runs the Oracle Enterprise Server Database.
2) Applications Tier – This runs the Oracle E-Business Suite Software

These two components can be placed on a single server, or can be spread out to multiple servers.  Often the Database Tier utilizes a Storage Area Network (SAN) which is a private network between one or more computers and one or more disk servers.  

Typically network communication between the Applications Tier and Database Tier is segmented off of the corporate network using a Router.  This communication between these two components is primarily over SQL*Net.  

User Computers communicate to the Applications Tier.  Occasionally users have additional software on their computers which communicate directly to the Database Tier, Discoverer, Application Desktop Integrator (ADI), TOAD, etc.  A variety of communication protocol’s are used between the User Computers and the two E-Business Suite tiers, HTTP, SQL*Net to name few.  
Network communication between the User Computers and the servers running in the computer room can be run over Secure Socket Layer (SSL) communication.  However, this adds an additional 10-15% performance penalty, is complicated to implement and some areas of the Oracle Applications do not yet support 100% SSL communication.  Also in a switched corporate network this is totally unnecessary since the communication between the User’s Computer and servers in the computer room is point to point and not broadcast through out the corporate network.  
Hardware Configurations
There are four primary configurations which can be utilized to provide Internet Access to the Oracle E-Business Suite.  The primary difference between each of these configurations is an increase in cost for a corresponding increase in security.  A fifth configuration proposed by Oracle is also discussed below.
Configuration 1

!!! DO NOT IMPLEMENT THIS CONFIGURATION !!!

This configuration is being shown for educational purposes and to identify what not to do.  Don’t laugh I have seen this configuration in the real world.  The diagram below shows configuration 1.
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This is basically the worst possible way to implement the Internet Facing Oracle E-Business Suite.  All that has changed from the typical installation is that the corporate firewall has been opened up allowing the internet users direct access to the Applications Tier.  Another drawback is that the Internet Users Computer communication back to the Applications Tier is over non-SSL protocols and can be eaves dropped upon.
Configuration 2

In this configuration a dedicated Application’s Tier is placed in the DMZ.  
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The following benefits are:

1) Communication between the Internet User’s Computer and the Applications Tier is also encrypted using SSL.  

2) The SSL overhead only occurs on the DMZ Application Sever, (it serves as an SSL End Point).

3) The DMZ would have to be compromised for a hacker to gain access to the Corporate Network.  There is no direct path from the Internet to the Corporate Network.  
Some drawbacks are:

1) The DMZ Applications Tier exposes too much technology to the Internet.  There is a complete Oracle E-Business Suite install with all of the various web servers and processes.

2) The DMZ Applications Tier can not share the APPL_TOP with the Applications Tier in the server room.  This requires additional patching and maintenance.

Configuration 3

In this configuration Oracle Web Cache is placed in the DMZ.  
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Oracle Web Cache is a component of Oracle iAS.  It can be installed in a standalone manner.  The primary purpose of Web Cache is to improve web server performance by storing previously served up data in memory.  User requests are evaluated and if they are cached in memory the are directly served up to the user without making a call to the orgin web server back in the server room. 

Benefits of this configuration are:
1) All of the benefits of Configuration 2.

2) Web Cache is a simple application with a minimal set of software installed.
- No Infrastructure DB like iAS
- None of the other components of iAS
- Perfect for a DMZ deployment
3) Network ports are filtered.  Only HTTP communication is passed between Web Cache and the Application Tier.
4) No Applications Tier in the DMZ to patch and maintain.

5) Web Cache changes the URL’s served up to the Internet Users.
Internet User’s Request were: https://mysite.com/OA_HTML/
Internet User’s Request can now be: https://mysite.com/external/
6) Future releases of Web Cache are slated to provide web filtering rules
Drawbacks to this configuration are:

1) Applications Tier still exposes too much to a possible hacker.  You can deep link to JSP pages if you know their names.  The JSP pages are suppose to throw errors if deep linked to without applications login

Configuration 4

In this configuration a dedicated External Applications Tier is inserted between Web Cache and Database Tier.
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Benefits of this configuration are:

1) All of the benefits of Configuration 3.
2) The External Applications Tier can have all non-essential HTML and JSP pages removed, preventing any deep linking issues.

Drawbacks of this configuration are:

1) Not supported by Oracle.  You have to manually create and maintain this configuration.

Configuration 5
Oracle is releasing portions of Configuration 4 as what we will be calling Configuration 5.  This configuration has been discussed on OTN and Metalink as ‘DMZ Reverse Proxy Server’.  Metalink document 287176.1 goes into detail on how to implement this technology.  The following configuration is from document 287176.1.
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We can see that it is essentially the same as Configuration 4, except for Firewall 3 which further protects the corporate network.
Oracle provides some additional configuration and maintenance support for the External Applications Tier.  Profile options are now available to identify what functionality can run on each Applications Tier.  While not completely removing the HTML and JSP it does provide for a degree of access restriction.

Recommend Configuration
At this time I am torn between Configuration 3 and Configuration 5.  The full benefits of Oracle’s Configuration 5 are not completely realized yet.  In addition, this is a fairly expensive solution requiring additional firewalls and Application Tier servers.  Given time as Oracle releases additional improvements, Configuration 5 will be the clear winner.

Web Cache Server Hardware and Software Configuration
The Web Cache Server hardware and software configuration used in Configurations 1-4 is as follows:
Hardware (small Intel based server)

· Like Dell PowerEdge 2850 or 1850

· 2 CPU server 

· 4GB of RAM

· Dual NICs

Software

· Linux OS (reinstalled from MFG)
· Oracle Web Cache Standalone (not installed under iAS)

· Intrusion Detection Software (like TripWire)

The Dual NIC’s allow us to configure external and internal network interfaces on separate hardware for additional security.

Reinstall the Linux OS and only install the bare minimum of components you will need.  Typically this is:
· Compilers

· Kernal Source

· X Windows/GNOME 
Then keep your Linux OS patched and current.
The Intrusion Detection Software performs check sums on all the files in the filesystems using rules and filters.  Then the check sums are periodically rerun and any differences are flagged to the system administrator.  While this does not provide a mechanism to fix the intrusion, at least you know definitively what has been changed on the server.  I would recommend TripWire as an Intrusion Detection Software.

Don’t Forget the Test Server

The only effective way to test any of these configurations is to have a complete copy of the Production hardware and software in a Test instance.  This Test instance should go all the way out to the Internet in order to completely verify functionality and the interaction of all the components.

Support Issues

What use to be a 6am to 6pm Mon to Fri E-Business Suite support window quickly expands to 24x7.  Internet Users might be in other time zones or countries, or might be using your system from home as is the case for iRecruitment.  

Downtime for patching and upgrades becomes a much bigger deal to schedule.  One additional benefit to Web Cache is that it can server up System Down pages when these activities are occurring.
Who do External Users contact for support?  They probably contact the functional department initially, like the AR group for iReceivables.  These are decisions each customer must make as they start to roll out Internet Facing Modules.

User Registration Issues

The Internet Facing Modules utilize the same Oracle E-Business Suite user authentication and responsibility system.  So this means that now you have both internal and external users in the FND_USERS table.  
Why care about this?  Because Internal and External Users are different

· Password aging issues
· Handling of Password reset requests

· Responsibility requests

· Responsibility verifications

· End date issues
Also E-Business Suite Record History is instantly visible and identifiable as to who entered it.

How do you tell them apart?  Probably the easiest convention to use is for internal users and external users to have different user name conventions.    The following is a simple convention which makes it obvious if a user is Internal or External.
Internal Users
<first name initial><last name>
<windows login>
Example: jsmith

External Users
<email address>
Example: joe.smith@mycustomer.com

Each Internet Facing Module has different requirements and processes for requesting and creating userids.  You should review your modules to ensure they meet your requirements.  As an example I will review the iStore User Registration Process.
iStore customers can request an iStore Userid.  If this is a Business to Business relationship (they are already a customer in the E-Business Suite) iStore requires them to enter their Party Number.  Now how many customers know their Party Number?  And if the Party Number is entered incorrectly, (say 1324 instead of 1234), the FND_USER record is linked to the wrong customer.  Correcting this linkage is not possible from within the functional apps and doing it from SQL is not supported and very messy due to the Trading Community Architecture.  Also FND_USER records can not be purged so joe.smith@mycustomer.com is permanently broken.

So based on this it is usually preferable to wrap a custom process around the Userid Request and Creation process Oracle provides.  This puts requests into a custom table where they are reviewed for accuracy prior to being entered into the Oracle E-Business Suite.

If this is not taken into account, a possible hacker’s denial of service attack would be to request millions of User Accounts, filling up the  AOL User and TCA tables with junk which can not easily be removed.
External Data Change

Lastly it is critical that the Internet Facing Modules be reviewed from a functionality stand point to ensure that they do not allow External Users to change data you may not want them to.  Again, using iStore as an example.  Business to Business customers in iStore have the ability to change and create addresses.  How many companies have customer master issues around addresses and contacts with just Internal Users making changes?  Now let’s allow your customers do what ever they want.

This sort of functionality is just a single link away on many iStore forms.  You might easily miss that little link on one of the pages.  So diligence is required to review all the functionality Internet Facing Modules allow.
Conclusion

In summary, with the addition of Internet Facing Modules your comfort level with the Oracle E-Business Suite probably just went out the window.  On the positive side there are many really good reasons to add on Internet Facing Modules.  In our iStore example one benefit realized by the External Users was order statusing.  This was something that was achieved for free since the Oracle E-Business Suite is an integrated system.
You should just go into the Internet Facing Modules with your eyes wide open and with a strong dedication to keeping the Oracle E-Business Suite secure.
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